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UOCAVA is  depend ant on onlin e communica tions for US Citizens an d Milit ary pe rsons 
wishing to conduct voting functions from foreign locations.  The test program is void in any 
discussion, procedures, applica tions and other necessary security issues  inheren t in th e 
transmission of confidential and voter specific data concerning these functions. 
 
Two issues addressed in these comments: 
 

1. Lack of a ny syst em fo r checking and maintenance of authentic g enuine COTS 
parts, s oftware, a nd ot her rel ated executable progra ms us ed in co mmunications 
and on voting devices. .  

 
2.  No testing and or specifications on transport layer of specific voter information used 
to obtain voting privileges, absentee ballots, or other voting related online functions for 
Military persons. (Information Security) 

 
Registration in most States for voters req uires person al information such as Na me, 
Address, Da te of Birth, Social Security N umber, C urrent A ddress, P revious A ddress, 
Drivers License o r o ther I D, and  si gnature,  for th e request of  
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Absentee Ball ots mos t 
States require Na me, Address , Pre vious Add ress, DOB, and Sign ature.   Gi ven this  
information i s specific to  a single voter a nd in the case o f the military valuable to the 
enemy it is considered classified in most cases with regard to troop deployment. 
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The testing requirements fail t o test and or address the type of inf ormation security to be 
used by the  mili tary or suppliers to  protect t he t ransport l ayer of  communications, path, 
custody of data, and other communication elements common to messages across foreign 
countries. The Military has the sole responsibility for the protection of its troops a nd thus 
the fi nal d ecision on transport of  data across forei gn co untries an d battl efields as to 
information securit y shall rest on t he cybe r secu rity offices o f the Secre tary of Defense. 
With this issue not addressed by this testing and requirements and with out direct liaison 
with the uniformed military cyber security the program can not be given a high probability 
of success even in pilot testing. 
 
A program with liaison of the cyber security departments of the Department of Defense is 
an imperative at this poi nt to complete this pr ogram for military voters to use this sys tem 
and pil ot t ests. Th e mission of the FVAP is not  inf ormation securi ty o f tro ops, and this  
function can not be left to NIST (National Institute of Testing) who does not have the final 
reasonability of information security for the military. (Specialize branches of the US Military 
have this responsibility)  
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UOCAVA is  also dependant on  hardware and software of  current suppliers and remote  
software / hardware loc ated i n f oreign cou ntries. The  method an d p ath of the dat a in  
getting to and from users is ke y to the program and the security of the program chain of 
custody.  T his report contains NO measures or process f or the certifica tion of hardware 
and software as to original US manufacture and use. The program will use more hardware 
and software in its miss ion that is conside red COTS than actual sof tware and h ardware 
that have been tested under this program as the data travels across nation states. Unlike 
aircraft certification of parts and original equipment this program has no certification facility 



for g enuine tested parts  or o riginal equipment.  COT S pa rts are a  ke y ele ment in  the  
workings of this p rogram i n communication o f votes and voter functions and c ounterfeit 
hardware and software constructed for specific missions is a part of our work environment. 
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The United States Government has had experience with counterfeit parts know as COTS 
in the past, as when the Federal Bureau of Investigation purchased Cisco Routers a US 
company  for co mmunications only to fin d af ter use  tha t the y co ntained so ftware 
modifications through foreign manufacture to di vert copies of communications to  fo reign 
governments. 
 
The UOCAVA program testing metrics need to verify and certify original manufacture and 
US manufacture of tested parts a nd communication securi ty paths fo r all  operations that 
involve the Military, this plan has no facility to do this thus the chain of custody can not be 
assured or carry an ac ceptable le vel of protection fo r its users as well as protect  the 
Military specific troop information. 
 
The UOCAVA pro gram techn ology needs  to  comply with Re gulations with rega rd t o 
hardware and software used for military voters to prot ect the information security of data 
this tes ting and p lan has no facility for tha t. In add ition the pil ot p rograms s uch as  
Operation Bravo in th e past ha ve emplo yed foreig n co mpanies t o pro vide path of  
communications, serve r farms, staf f, and secu rity encri ption with o ut regard t o this 
regulation or approval o f the US St ate Depa rtment/ Mili tary as to met hod and practice.  
This pro gram ne eds to  compl y with informatio n securit y s uitable to th e needs of  the  
Military where it involves military voting using specific troop information in electronic form. 
 
It is sugges ted to t he EAC/NIST a nd FVAP th at elect ronic collection of info rmation i s 
accessable, efficie nt an d ubiq uious in Na tion States so much so t hat it ca n n ot b e 
compared t o the  loss of in formation on  ha rd cop y documents s ent through the mai l. 
Further el ectronic messages all h ave an orgion ation a nd te rmination po int in th e si gnal 
and thus ad d inf ormation on  th e us er n ot possiable with re gular ha rd c opy mail.  Any 
specifications for the int ended ac tivity con tained in UOCAVA mus t incl ude and ad dress 
these critical problems for our Military voters and the protection of operations. 
 
 




